
The topic of this presentation is comparing cellular with other communication 
technologies. The focus is on Smart Grid applications. 
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Study Approach 

 

We have performed a study to analyze Smart Grid Communication requirements and to evaluate the 
suitability of cellular and other technologies for Smart Grid applications. Our approach consists of the 
three steps below: 

 

1. We first identified Smart Grid Communication use cases based on information from reputable 
sources. The network requirements are then derived from these use cases. 

 

2. In the next step, we evaluated potential Smart Grid Communication technologies, including 3G 
cellular, GPRS, RF Mesh, and Power Line Communication (PLC). We compared their technical 
capabilities against the technical requirements and some key consideration factors, and then 
analyzed their total cost of ownership. 

 

3. As part of the study, we reviewed our results with utilities companies in multiple geographical 
regions. We then revised the results based on their feedbacks. 
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An Overview of Cellular Technology 

 

Today, cellular is one of the most successful communication platform even developed. Cellular has 
highly successful adoption with over 5 billions devices worldwide. The large ecosystem size leads to 
the development of a strong ecosystem, that is supported by chip developers, device makers, 
network infrastructure vendors, and services providers.  

 

Throughout the history of cellular, it has been constantly evolving to achieve performance and 
scalability breakthrough. The chart illustrates the different generations of cellular network: 

 

ÁFirst Generation (1G) (not shown in the chart) ï Analog cellular systems supporting handoffs. 
Analog networks primarily supported voice users. 

ÁSecond Generation (2G) ï Introduced digital modulation techniques and vocoders for voice data 
compression. The digital nature of 2G technology enabled low-to-medium data rates 
(approximately equivalent to dial-up speeds) for wireless data. 

ÁThird Generation (3G) ï Like 2G systems, 3G systems also employ digital techniques and 
vocoders, and offer higher data rates and increased capacity. 

ÁFourth Generation (4G) ï Future networks with higher data rates, lower latency (delay), and better 
mobility. 
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The Cellular Concept 

 

A breakthrough introduced in First Generation (1G) mobile wireless technology was the development 
of the cellular concept. A cellular system consists of a network of Base Stations, or cell sites. Cell 
sites have antennas, and one or more sets of radios, each known as a Base Transceiver Station 
(BTS). Each cell site has a coverage area that is determined by many parameters, including 
spectrum used, antenna height, antenna patterns, transmit power, etc. 

 

As a cellular user travels, he or she is handed off from one Base Station to another along the 
network. Although the basic concept is simple, the actual implementation of cellular technology 
involves sophisticated switching and call processing technology that was not commercially feasible 
until the early 1980s. 

 

The cell sites are connected to the core network through secured backhauls. The core network 
consists of base station controllers, packet gateways, and a secured transport network that inter-
connect the network nodes together. 
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Why Start with Cellular for Smart Grid? 

 

Smart Grid can benefit from several key advantages of cellular technologies: 

 

1. High performance: cellular technology is constantly evolving. Today, data rate in excess of 2 
Mbps and latency in milliseconds are typically available. 

2. High reliability: Operators have deployed redundant data transport and network components, 
backup batteries, and power generators to ensure uninterrupted operations. The availability of 
cellular networks is rated at 99%.  

3. Ubiquitous coverage: cellular networks are serving more than 98% of US population today. 
Coverage can be further extended, for example by low-cost small cells. 

4. Robust security: Cellular networks have built-in security features, including encryption and 
authentication. Additional application layer security mechanisms can be use to meet particular 
use case requirements.  

5. Low cost of ownership: cellular has a large ecosystem including chip developers, device makers, 
infrastructure vendors, and service providers. This ensures low device, deployment, and 
operation costs.  

6. High scalability: Cellular network can support millions of devices. It has been demonstrated that it 
can scale to support fast device and traffic growth.  

7. Standards based: cellular technologies are backed by global standards. Seamless interoperability 
among devices and networks is ensured.  

 

With more than 5 billion connections worldwide, cellular is the most successful communication 
platform ever developed. Smart Grid can benefit from the strong ecosystem that has been put in 
place by the mobile industry.  
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3G networks are Designed for High Reliability 

 

Cellular networks are designed with reliability and high availability as basic requirements.  

 

ÁModern network equipment incorporates redundancy features to ensure continued operation even 
when there is component failure, transport networks are designed with multiple redundant data 
paths and with fast rerouting when failure occurs, cell sites have overlapped coverage, etc.  

 

ÁCellular operators, like AT&T and Verizon, are deploying backup battery and power generators at 
the cell sites and data centers to sure services will not be interrupted during power outages.  

 

ÁOn top of the above, the structure of data centers and cell sites are hardened based on the 
expected risk. Transportable cell sites, such as cell site on wheels with satellite backhaul, are on 
standby to minimize network down time even in disaster situations.  
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3G Provides High capacity and Ubiquitous Coverage 

 

ÁTodayôs 3G networks support millions of users and many of them using Smart Phones that 
generate large volume of data traffic. High network capacity is thus a critical requirement. The 
cellular industry has been working continually to enhance radio and network capacity and data rate 
to address user demands.  These efforts and the resulting network capacity improvements make it 
possible for cellular networks to support large number of smart meters in a small area. Cellular can 
support many of the smart grid use cases. For example, cellular network is able to push large 
firmware images to the smart meters. 

 

ÁTodayôs cellular networks have large footprints covering 98% of the US population. When 
necessary, additional solutions such as small cells, can be used to further extend coverage. This 
ensures connectivity can be provided to all smart meters and distribution network devices in the 
utilityôs service area. 

 

ÁDuring disasters or special events when the cellular network is under unexpected high traffic load, 
transportable cell site can be used to augment capacity and coverage. Priority access mechanism 
can also be enabled to ensure fast response time for critical services. 

 

ÁFinally, smart meters have larger form-factors (compared to mobile phones), they are installed in a 
fixed location with flexible antenna placements. All these enable smart meters to take full 
advantage of 3Gôs capability to achieve superior coverage and performance compared to mobile 
phones. 
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3G network Delivers Superior Latency Performance 

 

ÁLatency can be spilt into end-to-end call-setup latency (without IP context) or latency from 
Dormant/Inactive state (with IP context). 

ÁNot having an IP context normally occurs the first time a device accesses the system, or after 
long periods of no activity. This usually requires the device to setup the radio session, setup a 
packet data session, obtain an IP address and then send the related data. All of this takes much 
longer than 1sec. 

ÁSetting up a call from a state with an existing IP context only requires the setup of the radio 
session and is much faster, the device maintains its IP address. This time is much less than 
1sec. 

 

ÁThere are associated timers and parameters in the network that can adjust the time allowed to 
maintain an IP context. There are also features in the network that allow faster call-setup, QoS and 
prioritization of traffic. 

ÁData Over Signaling (DOS) Protocol allowing the Access Terminal (AT) and AN to receive and 
transmit data without requiring a dedicated traffic channel. 

ÁThe Enhanced Idle State protocol in 1xEV-DO Rev. A defines a mechanism to negotiate shorter 
Paging Cycles 

ÁBundling of messages 

ÁFuture enhancements to allow PPP persistence 

ÁEnhanced FACH state to allow devices to maintain Inactive state for longer periods of time 
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3G network Enables network Security 

 

ÁCellular network does not make use of device-to-device communication and is not susceptible to 
meter-to-meter hacking. In effect, individual smart meter can be completely shut down without any 
impact to the network. 

 

ÁIn addition, cellular networks support a full suite of security features and protocols, including 
authentication, integrity protection, ciphering, network security, and user confidentiality. 

 

ÁThe available data rate of cellular also enables the support of additional application layer security 
mechanisms to meet particular smart grid use caseôs security requirements. 
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Smart Grid Framework 

 

Smart Grid is the modernization of the traditional power grid to enable a number of utility and societal 
benefits including energy efficiency, improved system reliability, integration of distributed and 
renewable energy sources and cost savings. 

 

Three key elements enable smart grid: 

 

ÁPower layer: The traditional electric grid system, encompassing generation, transmission, 
distribution and the end loads. 

 

ÁCommunications layer: A collection of communication networks that enable flow of information 
across the grid system. No single technology will cover all aspects and needs of the ósmarter gridô. 
Network requirements will be largely driven by the applications and use cases. 

 

ÁApplication layer / use cases: This is the intelligence over the communications layer that enable 
all promised benefits of the Smart Grid. 

 

While meter reading has been the predominant topic of initial Smart Grid rollout, is expected that 
many other new applications will be added to the Smart Grid, unleashing new benefits ï but also 
stressing the capabilities of the communications layer. 
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Typical Smart Grid Communication Use Cases 

 

This diagram illustrates four typical smart grid communication use cases: 

 

ÁMulti-interval meter reading: The meter is configured by the utility to report meter data around 4-6 
times a day. Each report consists of multiple interval (e.g. one report every 30 minutes) meter data. 

 

ÁOn-demand meter reading: the utility queries the smart meter for meter data, and the smart meter 
is expected to report meter reading data in real time (< 5 sec.) 

 

ÁFirmware / program update: the utility pushes new firmware images to the smart meters 
occasionally as a results of bug fixes or feature enhancements. The firmware images can be as 
large as 2MB and there is on average 2 firmware updates per year. 

 

ÁDistribution automation (volt/VAR centralized control): the utility remotely sends commands to 
the distribution devices to change their configurations or to control their operations in real-time. A 
message latency of smaller than 1 second is expected. 
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Summary of Use Case Characteristics and Requirements 

 

This table shows the key characteristics of selected Smart Grid Communication use cases. They 
include distribution automation, meter reading, firmware update, outage management, service switch, 
direct load control, and real-time pricing. Here we are focusing on the latency, traffic pattern, device 
density and reliability aspects of these use cases.  

 

ÁMost real-time use cases require message latencies between 1 to 30 seconds. Distribution 
automation has the most stringent latency requirement at < 1 sec per message. Non-real-time use 
cases such as multi-interval meter reading and firmware update can tolerate latency of 4 hours and 
7 days, respectively.  

 

ÁThe arrival rate of events ranges from several events per day, to 2 per year in the case of firmware 
update. 

 

ÁThe density of smart meters ranges from 10 per square km in rural areas to 2000 per square km in 
urban areas. There are on the average 15 distribution network devices every 1000 smart meters. 

 

ÁReliability requirements, as measured by the rate of successful message delivery, for most use 
cases are 98%. It is higher for Distribution Automation at 99.5%. 
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Smart Grid Communication Network Requirements 

 

This table summarizes the network requirements based on the use cases we discussed.  

 

ÁData capacity requirement is around 0.21 MB/hr per 1000 population for smart meters and 0.82 
MB/hr per 1000 population for distribution automation. Here it is assumed that there is one smart 
meter every three people. 

 

ÁThe network should be able to support message latency of 1 second for distribution automation and 
as low as 3 seconds for smart meter operations.  

 

ÁThe network should be able to provide ubiquitous coverage to support the installed base of smart 
meters and distribution devices.  

 

ÁMessage delivery reliability as low as 99.5% should be supported. 

 

ÁOn top of these, the network should be able to support security mechanisms based on NIST 
guidelines. 
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Summary of Technologies and Capabilities 

 

This table gives a high level summary of the capabilities of several smart Grid communication 
technologies. 

 

Á3G is an operator managed wide area network based on licensed spectrum. It can typically provide 
data rate well above 1 Mbps and supports message latency of small than 1 second. Currently 
covering more than 98% of US population, each cell site can have a range of 10ôs of meters to 10ôs 
of kmôs. Reliability is at 99% or higher. 

 

ÁRF Mesh is deployed and operated mostly by the utilities using unlicensed 900MHz spectrum. It 
supports data rate up to around 100kbps, and message latency between 1 to 60 seconds. Each 
node has a range of up to 50m, but it can provide wide area coverage using mesh network 
topology. Reliability, as well as latency, are dependent on the network topology and the specific 
deployment scenario. 

 

ÁPLC is not a wireless technology. It uses the power line as a communication medium, and can 
generally support 100kbps data rate with < 1 sec latency. Depending on the specific technology, it 
can support long communication range, but data rate degrades as the distance increases. 

 

ÁAll three technologies have certain built-in security features, while application layer security can be 
added per smart grid use case requirements. 

 

18 



Technology Selection Considerations 

 

This table summarizes some of the technology selection considerations, including ease of network 
deployment and operation, technology lifetime, capacity and performance, interference, and available 
add-on services and capability. 

 

Á3G networks are deployed and operated by service providers. The strong ecosystem ensures 
availability of low-cost services and devices. For both RF Mesh and PLC, utilities are responsible 
for network deployment, operation and maintenance. 

Á3G is a mature technology with more than 300 networks worldwide. It is constantly evolving to 
support better features and performance, and it is still being deployed in various regions. RF Mesh 
is a new technology with limited vendor support. Today, it is mostly a point solution with limited 
scalable use cases. The outlook of PLC depends on the long-term technology traction that it can 
generate. 

Á3G offers high-data rate and superior latency performance. It can support large volume data 
transfer and real-time applications. RF Mesh has low data rate and its latency performance is 
highly dependent on network configurations. PLCôs data rate degrades as the distance between 
end points increases. 

Á3G uses licensed spectrum and is protected from interference from other wireless systems. RF 
Mesh uses unlicensed spectrum that is shared by other products, such as walkie-talkie and 
upcoming IEEE 802.11ah based products. PLC operates in unsealed power cables that might be 
susceptible to interference. 

ÁAn add-on feature of 3G is that it can support voice and broadband data. Utilities can utilize the 
same service agreement to obtain voice and data services for their field operations. These 
capabilities are not available for RF Mesh and PLC.  
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